NHCTPpYKIHUS 10 IKCIIYyATAIMHT
nporpamMmHoro odecneyenust "'Moayas ID"



OrnasJiieHue
1. Onucanue M CTEK TEXHOJIOTHH
2. 3anyck 11O Monyas ID

3. OyHKUMH MOAYJIS

3.1. Perucrpauus

3.2. ABropuzauus

3.3. IIpoBepka aBTOpHU3aALIHU

3.4. PazaBropusanus

3.5. Cxpuntsl
3.5.1. Cxkpunt otoOpakeHus CTpaHUlbl aBTopu3anuu (auth.php)
3.5.2. Ckpunt peructpanu (ajax/register.php)

3.6. ITocnenoBaTeIbHOCTD BBIMOJHEHUS ONEpaIui
3.6.1. Perucrpanus
3.6.2. ABTopu3anus
3.6.3. IlonTBepKaEcHNUE aKKAyHTA

O O 0 00 &N Lt i A~ W

— e e ek
N N == O


https://docs.google.com/document/d/17r7zF_DEqhEYeXNtWQG8L1h82K3BzNjaCvXpZZftrbc/edit#heading=h.yrgl648np29h

1. OnmcaHue M CTeK TeXHOJOIrnu

CepBuc mpencTaBiIsieT CcOOOW CKaYMBAaeMBI apXWB C HEOOXOIUMBIM
HaboOpoM (aitiioB.

Bepcuu 110:

— Nginx 1.10.3

— Apache 2.4

— PHP 7.0.33

— Percona Server MySQL 5.7.32

— Kondurypanun noaxmrouenus Kk bJ] u cnemuduanbie cekpeTsl cepBuca
XpaHATCS B OOATBHBIX UHKITyAaX 1o myTu /etc/php/7.0/include/



2. 3anyck 1O Moayas ID

Jlyist 3amycka qoCTaTodHo mepeHecTu (aitnbl u3 apxuBa “module.zip” B
3apaHee HAaCTPOCHHOE OKPY)KEHHE M CO3/1aTh HeoOXxoaumbie TabauIsl B BJ1.
Hns paboter motpebyercst coszmath Tabmuikl B BJI MySQL w3 daiina
DDL tables.md, kotopblii HaxoauTCs B TOM e apxuBe. J{Jis Bamei cucTeMbl
U3MEHHUTE HAcTpoiiku B (ailsie settings.mysql.php cormacHo TpeGyembiM Bam
HAcCTpoWKaMm. /[lJ11 BBIHECEHMS U3 KOJa MPOEKTa KOHCTAHTBI COJIM MapoJIeH
cleyeT u3MEeHUTD (haiin privatesalt.php 1 BeIHECTU B MEpEMEHHbBIE OKPYKECHHUS.
[locne »TOro cremyer ykaszaTh IMyTh J0 OdToro (aiima B  Qailie
\inc\userprint.class.inc.



3. @DOyHKUMU MOXYJIS
3.1. Perucrpanus

[TapameTtpsr:

— ckpunt: "ajax/register.php"
ITapametpsr POST:

— email - mouta

— password - mapoib

— login - norux (uMs)

[Tpumep obpamenus ¢ popmsl Ha HTML-ctpanuie:
<form class="auth-modal form js—-auth-modal form-register"
action="ajax/register.php" method="post">
<div class="auth-modal row ui-widget">
<input id="auth-email" class="auth-modal input
auth-modal input--email js-auth-modal input
js-register-w-email-email" type="email" name="email"
maxlength="40" autocomplete="off" placeholder="Email" required>
</div>
<div class="auth-modal row">
<input id="auth-register-password"
class="auth-modal input auth-modal input--password
js—auth-modal input js-register-w-email-password" type="password"
name="password" maxlength="30" autocomplete="off"
placeholder="Ilaponsr" required>
</div>
<div class="auth-modal row">
<input id="auth-name" class="auth-modal input
js—auth-modal input Jjs-register-w-email-name" type="text"
name="login" maxlength="35" placeholder="Vma" required>
</div>
<div class="auth-modal row">
<select id="loc_ 1id3" name="loc id3">
<option value="4400">Mockea</option>
<option value="4962">Caukr-Illerepbypr</option>
</select>
<label class="auth-modal input-label"
for="loc id3">T'opon</label>
</div>
<div class="auth-modal inline">
<div class="btns btns--center">
<?php echo '<input type="hidden" name="csrf"
value="' . Stoken . '™ >' ?>



<button class="btn btn--small auth-modal btn
auth-modal btn--registration
js-register-w-—email-submit">3aperucrpuposarsca</button>
</div>
</div>
</form>

ITpumep peanuszauuu:

Perncrpanus

|En1a |

|F5p5n: |

e |

| Mockea ~| Topox

| 3EPEFHCTPHPDEETbCH|

3.2. ABropuszaums

[TapameTpsr:

— ckpunt: "auth.controller.inc/login"
[Tapametpsr POST:

— login - norun

— password - mapoiib

— remember - “3anlOMHUTL MEHSI”” OMIIMOHABHO.

— return - aApec nepeagpecanny nocie aBTopru3auun
I'pynma TectoBou cpensnt: Ilepast

[Tpumep obpamenus ¢ popmsl Ha HTML-ctpanuie:

<form class="auth-login form js-page-auth-modal form-login"
action="auth/login" method="post">
<input type="hidden" name="return" value="">
<div class="auth-modal row">
<input id="auth-login-page"



class="auth-modal input
auth-modal input--email js-page-auth-modal input
js-page-login-login"
name="login"
maxlength="40"
placeholder="TenedboH, email wunam Jgormu"
title=""
required
>
<div class="alert js-page-alert-login
js-page-login-error-login"></div>
</div>
<div class="auth-modal row">
<input id="auth-password-page"
class="auth-modal input
auth-modal input--password js-page-auth-modal input
js-page-login-password"
name="password"
type="password"
maxlength="30"
placeholder="Ilaponp"
autocomplete="off"
required
>
<div class="auth-modal fade"></div>
<div class="alert js-page-alert-password
js-page-login-error-password"></div>

</div>
<div class="auth-login_ remember">
<label>

<input class="js-page-login-remember
auth-login input-remember hide" type="checkbox" name="remember"
checked>

<span class="auth-login icon-remember"></span>

<span style="display: inline-block;
vertical-align: middle; ">3anoMHuTs MeHs</span>

</label>
</div>
<?php echo $User instanceof User ? "<p>ApToOpusomaH, user id =
{$User->user id}, mmsa = {SUser->name}, email = {$User->email}</p>"
'<p>He aBToOpmzOoBaH</p>' ?>

</form>



[Ipumep peanuzanuu:

ABTOpH3anus
| TenedoH, email unKW norvx |
|F5p:n: |

JAIOMHEHTE MEH

He aeTopuzopan

Boiti

3.3. IlpoBepka aBropuzanuu

[TapameTpsr:
— ckpunt: "user.class.inc/getUserld"

B KOIC IIPOCKTA BbBI3BIBACTCA MCTO/:

/**
* JlonydeHue user 1id nomps30BaTenda U3 cCecculi
*

* @return int
*/
public static function getUserId() {
Suserid = 0;
if ($ SESSION['user id']l > 0) {
Suserid = $ SESSION['user id'];
}

return (int) Suserid;

[Tpumep peanuzanuu:
$isAuthorize = User::getUserld();

3.4. PazaBropusanus

[TapameTpsr:
— ckpunrt: "auth.controller.inc/logout"



[Tpumep obpamenus ¢ hopmel Ha HTML-cTpanute:

<div class="auth-login inline">

<div class="btns btns--center">
<?php echo $User instanceof User ? '<a

href="auth/logout">Buitu</a>"' : '<button class="btn
btn--small auth-login_ btn
js-page-login-submit">Bonru</button>"' 2>
</div>

</div>

ArTtopmzoean, user_1d =2
AXKayHET nogTEepEICH

Bt

3.5. Ckpunrsi

3.5.1. Ckpunrt oTo0pakeHusi CTPAHULbI ABTOPHU3aIlUU
(auth.php)

JInctuHr;

<?php
require once 'inc/lmautoloader.class.inc';
LmAutoloader: :register () ;

require once getenv ('DOCUMENT ROOT') . '/config.php';
require once 'inc/header.inc';

S1mMysgl = ImMysqgl::getInstance();

function makeUsersHtml (SusersData) {

SusersHtml = '<table
border="1px"><tr><td>user id</td><td>name</td><td>email</td><
td>print</td><td>salt</td><td>safe print</td></tr>';

foreach (SusersData as Suser) {

SusersHtml .= '<tr>'
'<td>' . Suser(['user id'] . '</td>"'
'<td>' . Suser['name'] . '</td>'
'<td>' . Suser['email']l . '</td>'
'<td>' . Suser['print'] . '</td>'
'<td>' . Suser['salt'] . '</td>'
'<td>' . Suser['safe print'] . '</td>'
'</tr>"';



SusersHtml .= '</table>';
return SusersHtml;

$usersData = $1lmMysqgl->fetchAllByKey ('user id',

'SELECT u.user id, ui. name’, e.email,
p.print, p.salt, p.safe print FROM users u
INNER JOIN users 1i18n ui ON u.user id = ui.user id
INNER JOIN emails e ON e.user id = u.user id
INNER JOIN prints p ON p.user id = u.user id');

SusersHtml = makeUsersHtml (SusersData) ;
include ('auth.html') ;

3.5.2. Ckpunr perucrpanuu (ajax/register.php)

[Tapametpsr POST:

email - moura

password - mapoib

login - Ims1 nonbs30BaTesns

JluctuHr:

<?php

require once DIR . '/../inc/lmautoloader.class.inc';

LmAutoloader: :register () ;
require once getenv ('DOCUMENT ROOT') . '/config.php';
header ('Content-type: text/html; charset=utf-8');

Origin::getHeadersForOptionsSubdomain () ;
Sallheaders = getallheaders();

SDataFilter = new DataFilter ([
DataFilter::FROM POST => |

'type' => new DataTypeString(),
'action' => new DataTypeString(),
'email' => new DataTypeString(),
'password' => new DataTypeString(),
'lastname' => new DataTypeString(),
'login' => new DataTypeString(),
'loc_idl' => new DataTypeString(),

)
'loc _i1d2' => new DataTypeString(),
)
)

’

(
(
'loc_1id3' => new DataTypeString
(

'loc_id4' => new DataTypeString
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'cityName' => new DataTypeString(),
'regionId' => new DataTypeString(),
'data' => new DataTypeString(),
'kaptchakey' => new DataTypeString(),
'kaptchakey2' => new DataTypeString(),
'fingerprint' => new DataTypeString()

14

'clientData:json' => |
'user agent' => new DataTypeString(),
'timezone offset' => new DataTypelnteger (),

1y
'csrf' => new DataTypeString(),

1,
DataFilter::FROM GET => [

'track' => new DataTypeString(),
1,

1)

SReg = new Registrate():;

SregisterResult = SReg->proceedRegistrate (
SDataFilter->fromPost (),
SEcosystem,
false,
Auth::SOURCE AUTH WEB,
Auth::TYPE_OF_AUTH_INTERACTIVE,
null,
Registrate::REG_FROM MODAL WINDOW,
User::REG_METHOD EMAIL

) ;

if (isset (SregisterResult['ok'], SregisterResult['id']) &&
SregisterResult['ok'] === 'ok' &&
SregisterResult['id'] > 0) {
SuserId = SregisterResult['id'];
RedirectHelper::fastRedirect ('/auth.php?user id='
SuserId);

}
RedirectHelper::fastRedirect ('/auth.php'):;

3.6. IlocuaenoBaresibHOCTH BbINOJHEHHSI ONEPALUI
3.6.1. Perucrpanus
— 3aiitu Ha cTpaHuIly auth.php

— Bsectu nannbie B hopmy 610ka “Perucrpanus”

— Haxars Enter unu kHonKy “3apeructpupoBarbcs”

11



3.6.2. Apropuzaumus

3aiitu Ha cTpanuny auth.php
Bectu gannsie B popmy Onoka “Apropuzanus’

Haxare Enter unu kaonky “Boitn”

3.6.3. IloaTBep:kaeHHE aKKayHTAa

3aitti Ha cTpanuny auth.php
ABTOpPH30BATHCS

Ecau email He moaTBepkaeH, B OJ0ke “ABTOpu3anus’
pUCyTCTBYET ccbuika “IloaTrBepauts email” u kox
MOJTBEPKIACHUS

[lepexon Mo cchUIKe 3aIlyCKaeT MOATBEPKICHUE aKKayHTa, OCe
MOATBEPKACHUS TPOUCXOUT Tiepexoa Ha auth.php
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